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Keeping up with the latest developments in cyber security requires ongoing
commitment, but without a firm foundation in the principles of computer security
and digital forensics, those tasked with safeguarding private information can get
lost in a turbulent and shifting sea. Providing such a foundation, Introduction to
Security and Network Forensics covers the basic principles of intrusion
detection systems, encryption, and authentication, as well as the key academic
principles related to digital forensics.

Starting with an overview of general security concepts, it addresses hashing,
digital certificates, enhanced software security, and network security. The text
introduces the concepts of risk, threat analysis, and network forensics, and
includes online access to an abundance of ancillary materials, including labs,
Cisco challenges, test questions, and web-based videos. The author provides
readers with access to a complete set of simulators for routers, switches, wireless
access points (Cisco Aironet 1200), PIX/ASA firewalls (Version 6.x, 7.x and
8.x), Wireless LAN Controllers (WLC), Wireless ADUs, ASDMs, SDMs,
Juniper, and much more, including:

More than 3,700 unique Cisco challenges and 48,000 Cisco Configuration●

Challenge Elements
60,000 test questions, including for Certified Ethical Hacking and CISSP®

●

350 router labs, 180 switch labs, 160 PIX/ASA labs, and 80 Wireless labs●

Rounding out coverage with a look into more advanced topics, including data
hiding, obfuscation, web infrastructures, and cloud and grid computing, this book
provides the fundamental understanding in computer security and digital
forensics required to develop and implement effective safeguards against ever-
evolving cyber security threats.
Along with this, the text includes a range of online lectures and related material,
available at: http://asecuritybook.com.
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Keeping up with the latest developments in cyber security requires ongoing commitment, but without a firm
foundation in the principles of computer security and digital forensics, those tasked with safeguarding private
information can get lost in a turbulent and shifting sea. Providing such a foundation, Introduction to
Security and Network Forensics covers the basic principles of intrusion detection systems, encryption, and
authentication, as well as the key academic principles related to digital forensics.

Starting with an overview of general security concepts, it addresses hashing, digital certificates, enhanced
software security, and network security. The text introduces the concepts of risk, threat analysis, and network
forensics, and includes online access to an abundance of ancillary materials, including labs, Cisco
challenges, test questions, and web-based videos. The author provides readers with access to a complete set
of simulators for routers, switches, wireless access points (Cisco Aironet 1200), PIX/ASA firewalls (Version
6.x, 7.x and 8.x), Wireless LAN Controllers (WLC), Wireless ADUs, ASDMs, SDMs, Juniper, and much
more, including:

More than 3,700 unique Cisco challenges and 48,000 Cisco Configuration Challenge Elements●

60,000 test questions, including for Certified Ethical Hacking and CISSP®
●

350 router labs, 180 switch labs, 160 PIX/ASA labs, and 80 Wireless labs●

Rounding out coverage with a look into more advanced topics, including data hiding, obfuscation, web
infrastructures, and cloud and grid computing, this book provides the fundamental understanding in
computer security and digital forensics required to develop and implement effective safeguards against ever-
evolving cyber security threats.
Along with this, the text includes a range of online lectures and related material, available at:
http://asecuritybook.com.
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Editorial Review

About the Author

Bill Buchanan is a Professor in the School of Computing at Edinburgh Napier University, UK. He currently
leads the Centre for Distributed Computing and Security, along with leading the Scottish Centre of
Excellence in Security and Cybercrime. He works in the areas of security, e-Crime, intrusion detection
systems, digital forensics, e-Health, mobile computing, agent-based systems, and simulation.
Professor Buchanan has one of the most extensive academic sites in the World, and is involved in many
areas of novel teaching in computing, including a widely-used network simulation package.

He has published over 25 academic books, and over 120 academic research papers, along with awards for
excellence in knowledge transfer. Presently he is working with a range of industrial/domain partners,
including within law enforcement, health care, and finance. Along with this he has been involved in
university start-ups and in generating novel methods within security and digital forensics.

Users Review

From reader reviews:

William Martin:

Now a day people that Living in the era wherever everything reachable by interact with the internet and the
resources within it can be true or not need people to be aware of each information they get. How a lot more
to be smart in obtaining any information nowadays? Of course the answer is reading a book. Studying a book
can help men and women out of this uncertainty Information particularly this Introduction to Security and
Network Forensics book since this book offers you rich data and knowledge. Of course the info in this book
hundred percent guarantees there is no doubt in it everbody knows.

Latosha Page:

A lot of people always spent their own free time to vacation or go to the outside with them friends and family
or their friend. Do you realize? Many a lot of people spent they will free time just watching TV, or perhaps
playing video games all day long. If you want to try to find a new activity this is look different you can read
some sort of book. It is really fun to suit your needs. If you enjoy the book that you read you can spent the
entire day to reading a book. The book Introduction to Security and Network Forensics it doesn't matter what
good to read. There are a lot of people who recommended this book. We were holding enjoying reading this
book. In the event you did not have enough space to develop this book you can buy typically the e-book.
You can m0ore effortlessly to read this book through your smart phone. The price is not too costly but this
book provides high quality.



Mamie Crossett:

Do you have something that you enjoy such as book? The e-book lovers usually prefer to decide on book like
comic, short story and the biggest you are novel. Now, why not trying Introduction to Security and Network
Forensics that give your pleasure preference will be satisfied through reading this book. Reading practice all
over the world can be said as the opportinity for people to know world considerably better then how they
react in the direction of the world. It can't be said constantly that reading routine only for the geeky particular
person but for all of you who wants to always be success person. So , for every you who want to start
studying as your good habit, you are able to pick Introduction to Security and Network Forensics become
your own personal starter.

Amy Arwood:

Reading a book to become new life style in this yr; every people loves to learn a book. When you read a
book you can get a wide range of benefit. When you read books, you can improve your knowledge, simply
because book has a lot of information on it. The information that you will get depend on what kinds of book
that you have read. If you need to get information about your examine, you can read education books, but if
you act like you want to entertain yourself you can read a fiction books, these us novel, comics, and also
soon. The Introduction to Security and Network Forensics offer you a new experience in reading a book.
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