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This book offers an introduction to API security with OAuth 2.0 and OpenID
Connect. In less than 80 pages you will gain an overview of the capabilities of
OAuth. You will learn the core concepts of OAuth. You will get to know all four
OAuth flows that are used in cloud solutions and mobile apps. If you have tried
to read the official OAuth specification, you may get the impression that OAuth
is complex. This book explains OAuth in simple terms. The different OAuth
flows are visualized graphically using sequence diagrams. The diagrams allow
you to see the big picture of the various OAuth interactions. This high-level
overview is complemented with rich set of example requests and responses and
an explanation of the technical details. In the book the challenges and benefits of
OAuth are presented, followed by an explanation of the technical concepts of
OAuth. The technical concepts include the actors, endpoints, tokens and the four
OAuth flows. Each flow is described in detail, including the use cases for each
flow. Extensions of OAuth are presented, such as OpenID Connect and the
SAML2 Bearer Profile.

Who should read this book?

You do not have the time to read long books?
This book provides an overview, the core concepts, without getting lost in the
small-small details. This book provides all the necessary information to get
started with OAuth in less than 80 pages.

You believe OAuth is complicated?
OAuth may seem complex with flows and redirects going back and forth. This
book will give you clarity by introducing the seemingly complicated material by
many illustrations. These illustrations clearly show all the involved interaction
parties and the messages they exchange.

You want to learn the OAuth concepts efficiently?
This book uses many illustrations and sequence diagrams. A good diagram says
more than 1000 words.
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You want to learn the difference between OAuth and OpenID Connect?
You wonder when the two concepts are used, what they have in common and
what is different between them. This book will help you answer this question.

You want to use OAuth in your mobile app?
If you want to access resources that are protected by OAuth, you need to get a
token first, before you can access the resource. For this, you need to understand
the OAuth flows and the dependencies between the steps of the flows.

You want to use OAuth to protect your APIs?
OAuth is perfectly suited to protect your APIs. You can learn which OAuth
endpoints need to be provided and which checks need to be made within the
protected APIs.
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If you want to access resources that are protected by OAuth, you need to get a token first, before you can
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Editorial Review

About the Author
For 7 years Matthias has consulted large international and national companies on software architecture,
software development processes and software integration. At some point he got a PhD. Nowadays, Matthias
uses his background in software engineering to help companies bring innovative software solutions to the
market. Matthias enjoys sharing his knowledge and experience in the classroom, at in-person workshops, in
online courses or in books. Matthias is an instructor at the API-University (api-university.com), publishes a
blog on APIs, is author of several books on APIs and software architecture and regularly speaks at
technology conferences.

Users Review

From reader reviews:

Sylvia Dasilva:

As people who live in often the modest era should be upgrade about what going on or data even knowledge
to make all of them keep up with the era that is certainly always change and progress. Some of you maybe
will certainly update themselves by looking at books. It is a good choice for yourself but the problems
coming to you actually is you don't know what one you should start with. This OAuth 2.0: Getting Started in
Web-API Security (API University Series) (Volume 1) is our recommendation to make you keep up with the
world. Why, as this book serves what you want and need in this era.

Adam Rucks:

This book untitled OAuth 2.0: Getting Started in Web-API Security (API University Series) (Volume 1) to
be one of several books that best seller in this year, here is because when you read this reserve you can get a
lot of benefit on it. You will easily to buy this specific book in the book retailer or you can order it through
online. The publisher on this book sells the e-book too. It makes you quickly to read this book, because you
can read this book in your Cell phone. So there is no reason to you personally to past this guide from your
list.

Louise Richards:

A lot of people always spent all their free time to vacation or perhaps go to the outside with them family or
their friend. Are you aware? Many a lot of people spent that they free time just watching TV, or maybe
playing video games all day long. If you wish to try to find a new activity this is look different you can read
some sort of book. It is really fun for you. If you enjoy the book that you simply read you can spent all day
long to reading a reserve. The book OAuth 2.0: Getting Started in Web-API Security (API University Series)
(Volume 1) it doesn't matter what good to read. There are a lot of people who recommended this book. We
were holding enjoying reading this book. In the event you did not have enough space to develop this book
you can buy often the e-book. You can m0ore effortlessly to read this book from a smart phone. The price is



not to cover but this book features high quality.

Donald Wexler:

You may get this OAuth 2.0: Getting Started in Web-API Security (API University Series) (Volume 1) by
visit the bookstore or Mall. Only viewing or reviewing it might to be your solve difficulty if you get
difficulties on your knowledge. Kinds of this publication are various. Not only by written or printed but
additionally can you enjoy this book simply by e-book. In the modern era similar to now, you just looking of
your mobile phone and searching what your problem. Right now, choose your own personal ways to get
more information about your e-book. It is most important to arrange yourself to make your knowledge are
still revise. Let's try to choose suitable ways for you.
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